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	PRESS RELEASE


Stay vigilant when shopping online

(Prague, 6 November 2020) Closed establishments and the threat of COVID-19 disease have forced increasingly more consumers to shop online, although they have so far avoided this form of shopping. Last year, CTIA saw a total of 5,641 consumer submissions relating to online sales, but this figure from 2019 has just been surpassed and this year is far from over. "The Czech Trade Inspection Authority is therefore aware of the fact that consumers are often disappointed when buying on the Internet and therefore, in addition to inspections, we also come with basic advice for consumers not to become victims of unfair traders," says Mojmír Bezecný, Director General of the CTIA.

1. Avoid anonymous websites
Avoid e-shops that do not display contact details and about whose credibility you are not sure of.

We recommend that you read the terms and conditions carefully. As soon as you don't find a contact detail there, avoid such trader immediately. Many of risky e-shops we draw attention to (www.rizikove.cz) are still actively targeting the elderly and other vulnerable or trusting groups of citizens, who are also disappointed with the payment on this site, even though we repeatedly warn against them.

"This list of risky websites is on www.rizikove.cz and is voluntarily taken over by the largest home search engine Seznam.cz and antivirus ESET, thus automatically protecting hundreds of thousands of consumers every month. It is a unique project worldwide to increase the protection of users on the Internet. We provide open data and are therefore free for any operator who wants to protect their users more on the Internet and whenever someone else wants to participate, they can also freely use our data about risky websites," adds Jiří Fröhlich, spokesperson of the CTIA.

2. Be watchful for websites offering magic or extremely cheap goods
Miraculous products that no one else supposedly has, for example against diabetes, aging, electricity saving, or 5G networks, are often offered by operators of websites where you can't find any contact details, or are based elsewhere in the world, where you'll find it very hard to claim your rights. 

In recent years, there have also been some "health portals", but they are not real health portals, it is just an effort to make readers of this site feel that they have just come across a unique website, which is the only one giving them a unique opportunity to beat, for example, diabetes, pain, obesity, etc. 

Products are often offered here by specific doctors or scientists, but they are fictitious. 

Examples: 

https://currentnewsforyou.com/420/magnicharm-med-m/gps/
https://cz.magnet4health.info/ 

https://wwlnws.ru/cz-sust-nimec-arthrolon/ 

http://loftyteam.com/normalife_cr/ 
3. Purchases from „third countries“
If you actively purchase goods on foreign websites (e.g. Aliexpres.com, Alibaba.com...) from China, Panama, Hong Kong or other countries, it will be more difficult to claim your rights if the goods do not arrive, something else arrives, or you have to claim the goods. 

It is much more reasonable to buy from retailers within the EU, because you have basically the same rights as when making purchases from Czech retailers (e.g. return within 14 days without giving a reason). In case of dispute, it is possible to contact, for example, the European Consumer Centre of the Czech Republic (www.europeanconsumer.cz), which is not possible in case of purchases from "third countries". 

If you still decide to make such a purchase, you still shall count on the fact that some products (e.g. mobile phones), actively ordered from a seller based in another country, do not necessarily work in the Czech language and any complaint will then have to be dealt with by that seller, which is usually very complicated for foreign operators. 

You can also check dealers and avoid fraud thanks to practical instructions on the website of the European Consumer Centre of the Czech Republic www.evropskyspotrebitel.cz/podvod.

4. Pay with a card or via electronic means of payment
Pay by card or other online payment means with a guarantee from the payment provider (PayPal, Twisto, etc.), the money can be more easily reimbursed in case of problems. However, follow the policy for the safe use of payment means and buy only from trusted entities, use double verification of the transaction (confirmation of payment by card via SMS code or similar mean). 

If you don't have enough confidence in your e-shop to entrust your credit card details, consider buying elsewhere instead. Cash on delivery and bank transfer payments will not protect consumers' money in any way, for example, consumers do not normally unpack a shipment before signing a defect-free takeover. "If people buy from a well-known entrepreneur, the transfer payment is fine, of course, but as for the first purchase with a so far unknown entity, it is good to consider the transfer as a payment method," recommends Ondřej Tichota from the European Consumer Centre, adding that the card payment offers an option called "chargeback" - thanks to this tool, the amount can be withdrawn in case of non-delivery of goods: "The consumer does not have a legal right to chargeback, but our experience shows that banks usually carry it out voluntarily for their clients. Sometimes they do so even in case of delivery of completely different goods than ordered. It is good to supplement the request with relevant documents, such as a copy of communication with the seller," adds Ondřej Tichota. Electronic wallet payment systems offer a similar service.

5. There also shopping galleries, sometimes difficult to recognize from ordinary e-shop
At the same time, CTIA draws attention to a new dangerous trend of "resellers" who have a website looking almost like a regular e-shop. "It is only vaguely in written terms and conditions that the consumer learns in many cases that the Czech website is a kind of shopping gallery, where you only pay to a Czech entity, which retains a commission and pays the rest of the money for the goods to a foreign website, from where they will have the goods sent to you. The delivery time and quality of the goods often do not correspond to consumers‘ expectations, and complications also occur in case of complaints or claim for refund within 14 days without giving a reason," says Martina Střihavková, the Director of a Regional Inspectorate of the CTIA
The terms and conditions in which the operator states that they are not the seller (or writing that it is a "shopping gallery") are yet to reveal the true state of affairs. In this sense, many shopping galleries are also among the risky sites because of hundreds of consumer complaints (see www.rizikove.cz).

6. Reviews tell much
The best option is if you from a merchant you already know and have experience with them. 

If you're accessing the merchant's website for the first time, check other users‘ reviews. If most reviews are quite negative, expect that your experience can be similar. Serious providers of this service have been operating in the Czech Republic for many years (e.g. Heureka.cz, Zbozi.cz, www.dtest.cz/eshopy/ etc.). 
7. Where can you turn to
If the consumer gets into a dispute with the entrepreneur, they can contact the Department of Alternative Dispute Resolution (ADR) at the Czech Trade Inspection Authority (www.coi.cz/spor). 

In the case of entrepreneurs from other EU country, the UK, Norway or Iceland, the European Consumer Centre, which operates in the Czech Trade Inspection Authority (www.evropskyspotrebitel.cz), can also help free of charge.

Final warning – you’d better not reply on magic enrichment
It should also be noted that many websites in recent months simply attract consumers with promises of miraculous enrichment. But the result tends to be the opposite. In the best case, by filling out the form, you can lose your personal data and become a target of phone marketing, but at worst you may lose considerable amounts.

Example: 

Advertising not only via Facebook, in recent weeks a consumer has been able "click through" to pages that by their nature resemble a web of a serious news portal, where in an alleged interview personalities (most often Leoš Mareš, Pavel Nedvěd, billionaire Petr Kellner and others) were supposed to reveal a system for miraculous enrichment. However, such a conversation did not take place, it is fictitious.
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These websites misuse logos of major Czech media in order to gain readers‘ trust. Links often také you to here: 
https://gigscareer.com/en/biproit/blog1/ (this is no official website of TV Prima)
https://www.btc-czech.com/cz/  
https://europe2bitcoin.com/cz/ 
In this case, these are fictional sites that link to other anonymous sites, where consumers are already tempted to enter personal data directly, but also to send financial amounts as an initial investment in a supposedly amazing system for miraculous enrichment, which, however, certainly does not come, rather the opposite. 

In this case, the Czech Trade Inspection Authority cannot help consumers in any way. It is luring money and fraud, moreover, the website does not have information about the actual operator and even for the Police of the Czech Republic it is difficult to find the real operator of this site. CTIA constantly warns against similar sites, see www.rizikove.cz. 

The solution in this case - if you lose your finances - is the possibility to ask your bank for a so-called "chargeback". Most often these sites require payment by card. You will then tell your bank that you have been a victim of a fraud and some banks are willing to deal with such a situation for their clients and can return the payment to your account. The sooner you approach your bank with a problem, the better.
It should be added that the rather sophisticated system described above most probably works against Czech consumers and therefore must also be profitable, otherwise it would not be worth it for its authors to constantly invest additional funds in targeted ads on Facebook, which are definitely not cheap. We therefore recommend, above all, to use common sense and be very careful before you decide to entrust your personal data to any website operator or even send your money. 
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