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	PRESS RELEASE


Stay watchful hen shopping online
(Prague, 17 December 2021) The approaching holidays and the threat of COVID-19 disease cause that consumers will be shopping online more often. At the end of the year, the CTIA deals with 40 to 50 complaints, enquiries or consumer submissions relating to e-shops every day. The vast majority of dissatisfied consumers complain about so-called "shopping galleries", long delivery times of months, or non-delivery of goods. Consumers from Slovakia also face this problem, according to the European Consumer Centre operating by the CTIA.

We have prepared 7 basic tips for consumers who shop online:
1. Avoid anonymous sites

Avoid e-shops that do not provide contact details or you are not sure about the trustworthiness of their operator.

We recommend reading the terms and conditions carefully. If you cannot find the contact details there, it is advisable to avoid such trader. A number of risky e-shops we point at (www.rizikove.cz) are still actively targeting the elderly and other vulnerable or trusting groups of citizens. These people are then disappointed when they do not receive the product or service they ordered after paying on these sites.

"This list of risky websites, which can be found at www.rizikove.cz, already contains 1,200 risky websites. This is a unique project worldwide created to increase user protection on the Internet. We provide the data as open data, so it is free for any operator who wants to protect their users more on the Internet, and whenever someone else wants to participate, they can also use our data on risky websites freely, as the search engine Seznam.cz or the antivirus ESET already do," adds CTIA spokesperson Jiří Fröhlich.
2. Beware of websites offering miraculous goods or quick getting rich
Miraculous products that no one else supposedly has, for example against diabetes, ageing, saving electricity or against alleged negative effects of 5G networks, are often offered by website operators whose identity and contacts aren't provided there or who are based in Panama or elsewhere in the world where you will find it very difficult to claim your rights. 

"In this case, this is a long-standing trend where attackers are trying to take advantage of current trends or current society-wide demand. In the past it was mostly branded fashion, but in the last two years it has been mainly hygiene products related to the coronavirus pandemic, such as respirators, face masks and so on. What has been and will continue to be common is that these are goods in which a large part of society is currently interested and which are seemingly offered at a very favourable price. But unfortunately these items are not delivered to the customer," says Ondřej Šafář, spokesman for ESET.

In recent years, websites faithfully imitating well-known news portals such as Novinky.cz, Hospodářské noviny, and others have also appeared. Their creators are just trying to give visitors the impression that the site is a trustworthy website, but it is just an abuse of a well-known brand, which the scammers parasitise on, often including the logos of leading Czech TV companies, as well as presenting a non-existent interview and trying to extort money from the consumer. 

Example: 

https://suggesthome.com/imboys/imboys-hoodie-fear-not-black 

In this case, it is a site with a fictitious story that links to other anonymous sites, where consumers are invited to enter personal data directly, but also to send funds as an initial investment in a supposedly amazing system for miraculous wealth, which, however, certainly does not become real, rather the opposite. 

3. Watch out for purchases from „third countries“ sellers
If you actively purchase goods on foreign websites (e.g. Aliexpres.com, Alibaba.com...) from China, Panama, Hong Kong or other countries, it will be more difficult to claim your rights if the goods do not arrive, something else is delivered or if you have to claim the goods. 

It makes much more sense to buy from trusted sellers within the EU, as you have virtually the same rights as when buying from Czech sellers (e.g. withdrawal from the contract within 14 days without giving any reason). In the event of a dispute, you can contact, for example, the European Consumer Centre of the Czech Republic (www.evropskyspotrebitel.cz), which is not possible when buying from "third countries" outside the EU. 

However, if you decide to buy from a non-EU country, you should be aware that some of the products supplied (e.g. mobile phones) may not necessarily work in Czech and any complaint will have to be resolved with the seller, who does not follow the consumer protection rules you are used to from EU countries. Enforcing liability for defects in these cases is usually very complicated. 

Find out how to check the seller and avoid fraud using a practical guide on the European Consumer Centre's website www.europeanconsumer.cz/fraud. 
4. You’d better pay with a card or on delivery
Pay by card or other online means with a guarantee from the payment intermediary (Paypal, Twisto, etc.), the money can be more easily recovered in case of problems. However, follow the guidelines for the safe use of payment methods and only buy from trusted entities, use double verification of the transaction (confirmation of card payment via SMS code). 

If you don't trust the e-shop you are looking for enough to entrust them with your credit card details, consider buying elsewhere. If people pay by bank transfer and the goods are subsequently not delivered, they usually cannot get the money back through your bank. The same applies for cash on delivery, as consumers don't normally unwrap the parcel before paying and signing for the goods without fault. "If people are buying from a business they already know, paying by bank transfer is of course fine, but if it's your first purchase from a previously unknown entity, it's a good idea to think about bank transfer as a payment instrument," recommends Ondřej Tichota from the European Consumer Centre. 

If people are paying online by card, they can use the interbank 'chargeback' facility if there are problems - this allows them to withdraw the amount from the business's bank. "The consumer has no legal right to chargeback, but the ECC's experience shows that banks usually carry it out voluntarily for their clients, especially in the case of non-delivery of goods. Sometimes they do so even in the case of delivery of goods completely different from those ordered. It is a good idea to accompany the request for chargeback with relevant documents, such as a copy of the communication with the seller," adds Ondřej Tichota. Payment systems via electronic wallets offer a similar service.
5. Shopping galleries – sometimes hard to recognize from ordinary e-shops
The CTIA also warns of a new dangerous trend of "oversellers" who have websites that look almost like a regular e-shop.

This year, the Czech Trade Inspection Authority has filed) the most frequent consumer complaints about these "shopping galleries" located on the Czech domains ending with ".cz", which look like a normal Czech e-shop, but only when examining the terms and conditions does the consumer learn that they enter into a contractual relationship with a company from China, which they usually find out only when trying to find out why the ordered goods have not arrived for a long time.

As far as specific websites are concerned, this year consumers most often contact the CTIA about the following websites: balando.cz, booho.cz, bonky.cz, rivio.cz, molio.cz, rivalenti.cz.

"Usually, in vaguely written terms and conditions, the consumer learns that the Czech website is a kind of a shopping gallery where you just pay to a Czech entity, which keeps the commission and uses the rest of the money to pay for the goods on a foreign website, from where it has the goods sent to you. The delivery time and quality of the goods often do not correspond to consumer expectations, and complications also arise in the case of complaints or excercising the right to return the goods within 14 days without giving any reason," says Martina Střihavková, the Director of a regional inspectorate of the CTIA. 

Terms and conditions, in which the operator refers to the fact that they are not a retailer (or writes that it is a "shopping gallery"), only reveal the true state of affairs. In this sense, we also include many shopping galleries among the risky websites due to hundreds of consumer complaints and warn against them (see www.rizikove.cz). 
6. Reviews can tell much
If you are shopping from a vendor you already know and have experience with, this is the best option. 

If you are accessing a merchant's site for the first time, you should check reviews. If the majority of reviews are significantly negative, expect a similar experience. Reputable providers of this service aimed at reviews have operated in the Czech Republic for many years (e.g. Heureka.cz, Zbozi.cz, www.dtest.cz/eshopy/ etc.).

"User community rating is a tool that can easily help the user discover whether a given site or service poses a risk. However, it is worth mentioning that this applies universally. In the same way that we check the rating of an e-shop on an independent site, we should also monitor reviews of, for example, mobile applications before installing them, etc.," concludes ESET's Matějíček.
7. Where to turn to
If a consumer gets into a dispute with a business in the Czech Republic, he or she can turn to the out-of-court dispute resolution (ADR) department of the Czech Trade Inspection Authority (www.coi.cz/spor). 

If the entrepreneur is from another EU country, the UK, Norway or Iceland, the European Consumer Centre by the Czech Trade Inspection Authority (www.evropskyspotrebitel.cz) can also help free of charge.
In the case of extortion of money based on a fictitious story on the web about a miraculous getting rich, or non-delivery of prepaid goods, the Czech Trade Inspection Authority cannot help consumers in any way. If it is a scam and no information about the real operator is provided on the website, it is also difficult for the Czech Police to find the real operator. The CTIA constantly warns against such sites, see www.rizikove.cz. 

The solution in this case, if you lose your money, is to ask your bank for a so-called "chargeback". Most often these sites ask for payment by card. You then tell your bank that you have become a victim of a fraud and some banks are happy to assist their clients and may even refund the payment to your account. The sooner you contact your bank with the problem, the better. 

We therefore recommend that you use common sense and be very cautious before you decide to entrust your personal information or even send your money to any website operator.
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